FOCUS
GROUPS
Sharing know-how across sectors about cyber security
capabilities is invaluable and helps us all to better
protect ourselves against cyber incidents.
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Foreword
Information sharing is essential to the protection of our information assets
and critical infrastructure and to the fostering of a more resilient digital
economy. As the lead platform for enhancing Belgium’s cyber security, the
Cyber Security Coalition has launched several information sharing initiatives.
Through the Focus Groups, the Coalition develops partnerships and
facilitates the sharing of substantive, action-oriented information among
cyber security experts from the private sector, the public authorities and the
academic institutions, based on the conviction that cyber security benefits
from a cross-sector approach.
The Coalition provides a neutral, non-commercial forum, where peers can
freely exchange in confidence. A code of conduct ensures the smooth
operations of the Focus Groups and subjects the information exchange to
the Traffic Protocol Light standards and Chatham house rule.
The Focus Groups have grown organically from the member community and
have expanded rapidly. Faced with budgetary constraints and a shortage of
experts, organizations are looking for other ways to strengthen the skills and
knowledge of their employees. In addition, the emerging European cyber
security and privacy regulations generate interpretation and implementation
issues. The Focus Groups offer an answer to this need.
Coalition membership provides access to the full suite of Focus Groups.
We expect active involvement from our member organizations in these
groups. After all the added value of Coalition membership is the access to
an extensive network of practitioners eager to learn from each other.
We sincerely hope that you will soon join and enrich our community!
Jan De Blauwe
Chairman
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Awareness
FOCUS GROUP

The Awareness Focus Group aims at increasing awareness
among citizens and organizations through a variety of means
including campaigns, best practices, tips & tricks, and
informative sessions.
NATIONAL AWARENESS CAMPAIGN

Every year the Focus Group members join efforts with the Centre for Cyber
Security Belgium (CCB) to develop the national awareness campaign,
which is traditionally launched during the European Cyber Security
Month in October. The members also use their internal and
external networks to help circulate the message and campaign
materials online as such ensuring a large coverage.
TRAINING PROGRAMME

Furthermore, the Awareness Focus Group members develop and publish
ready-to-use materials in support of organizations who want to encourage
their employees to act more cyber safe. A recent initiative is the launch
of a training programme ‘Cyber Security Awareness & Culture Manager’,
geared towards employees of our member organizations entrusted with
promoting a cyber security culture within their organization. Participants
who successfully complete the programme get a certification.
SME HANDS-ON TOOLS

An important focal point of this Focus Group is raising awareness among
small and medium-sized enterprises (SME), which constitute the backbone
of the Belgian economy but are often the weak spot in the value chain
from a cyber security point of view. For this purpose, the Focus Group
has developed a range of interesting, hands-on instruments, which are
freely available on the Coalition website for SMEs wanting to enhance the
protection of their digital assets. Members of this Focus Group regularly
act as guest speakers in various fora geared towards the SME segment to
promote these tools.
The Awareness Focus Group convenes every month and has been active
since the creation of the Coalition.
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Cloud Security
FOCUS GROUP

The Cloud Security Focus Group includes practitioners
responsible for cloud security implementation within their
organization. This can include IaaS, PaaS, and SaaS type
services from Cloud Service Providers.
Cloud computing has several benefits like agility, availability, elasticity and a
possibility for cost savings as well as leverages leading-edge technologies
to meet the information processing needs of our member organizations.
However, the change in control dynamics (both in terms of ownership and
management) with respect to IT resources poses security challenges.
SECURITY IN THE CLOUD ENVIRONMENT

The objectives of the Focus group are:
—— Identify security issues and implementation challenges involved in the
use of cloud computing services;
—— Assist the participants with the adjustment of their organization and
internal processes required for migration to the cloud;
—— Provide practical approaches for the security management of
cloud operations;
—— Provide guidance for the application of risk management
frameworks to cloud-based information systems; explore
various methodologies for cloud security assessments;
—— Improve vendor management to obtain more value from the strategic
relationship with Cloud Service Providers;
—— Enhance the participants’ cloud computing maturity through training
and certification activities;
—— Capture industry knowledge from both inside and outside the
Coalition; keep track of new market opportunities in respect of security
solutions in the cloud environment.
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Cyber Security Act
FOCUS GROUP

The Cyber Security Act Focus Group established a privatepublic partnership to prepare organizations for the obligations
resulting from the EU Cyber Security Act.
A central pillar of the European Union cyber security strategy, the Cyber
Security Act aims to strengthen the cyber security features of everyday
products and services and boost cyber resilience in the EU. The Act sets out
a framework through which ICT products, services and processes may be
granted EU-wide cyber security certification. The mandate and capabilities
of ENISA, the EU Agency for Cyber Security, are also reinforced by the Act.
The certification schemes will provide a large spectrum of answers ranging
from minimum security requirements for the increasing number of
connected devices up to a harmonization of evaluation standards
for ICT elements requiring high security assurance levels like, for
example, those that are providing essential services.
PUBLIC-PRIVATE PARTNERSHIP

The Cyber Security Coalition and the Centre of Cyber Security Belgium have
jointly launched the Cyber Security Act Focus Group, which establishes a
public-private partnership in this area in preparation for the obligations
resulting from the Act.
The Focus Group is entrusted with the identification of Belgian priority
topics, focus domains and relevant actions within the EU cyber security
certification schemes.
CERTIFICATION PROGRAMME FOR SME

A first priority of the Focus Group is the preparation of the Belgian smalland medium-sized enterprises (SME) for the future European cyber security
certification schemes. The development of a Belgian Cyber Security
Certification programme tailored to this SME segment aims at providing an
answer to this challenge.
Participants in the technical sub-group are working on the technical scheme
listing the control measures for the different assurance levels while the audit
sub-group discusses the various assessment and certification options. The
sub-groups meet at regular intervals in view of the planned project delivery
by the summer of 2020.
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Crypto
FOCUS GROUP

The Crypto Focus Group fosters exchange of views on strategies
and best practices to enhance crypto agility and enables
participants to improve their crypto-environment to quickly
react to threats and assaults.
Public key encryption, digital signatures, and key exchange are the
core of modern information systems, payment systems, and the global
communications infrastructure. However, no single method of encryption
is unbreakable. The Crypto Focus Group has originated from the genuine
need to exchange implementation practices and user experiences on the
available solutions in the market.
Considering the limited budgets, practitioners experience difficulties in
striking a good balance between the investments to be done and achieving
the best possible algorithm protection. The Crypto Focus Group aims at
supporting them by leveraging the available knowledge in the member
community. There is a growing awareness in organizations that crypto agility
is of vital importance for data security. Crypto agility is also key to postquantum security.
The activities of the Crypto Focus Group are structured around four
themes: Crypto algorithms, PKI, Key & Certificate management and
Crypto training. The Group convenes every quarter.
CRYPTO ALGORITHMS

Follow-up of attacks on algorithms, remediation and considerations
for evolutions in the area of algorithms.
PKI

Concepts and choices for the practical implementation in an organization.
KEY & CERTIFICATE MANAGEMENT

Best practices on bringing your own key to the cloud, HSM management
and tools to automate certificate enrolment and provisioning.
CRYPTO TRAINING

Identification of training materials that each participant could propose to the
other members who need to learn about crypto basics or advanced topics.
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CSIRT-SOC
FOCUS GROUP

The CSIRT-SOC Focus Group gathers peers who operate in
Cyber Security Incident Response Teams (CSIRT) or Security
Operations Centres (SOC) to share their knowledge and
experience.
Members of this Focus Group share their findings concerning recent
incidents, their experience with vendors and tools, their incident response
processes, technical indicators, etc.
Additionally, they present expert talks and research reports about
relevant topics.
TRAFFIC LIGHT PROTOCOL

This close cooperation is only possible within a trusted platform.
Therefore, every conference call or onsite meeting is preceded
by the declaration of the Traffic Light Protocol (TLP) level (amber
by default) to remind participants of the sensitive nature of the
discussions.
Recurrent items on the agenda are:
—— the actual response to incidents,
—— malware analysis,
—— forensics,
—— the sharing of threat intelligence
—— and enhancing detection capability.
The Focus Group generally convenes on a quarterly basis.
Ad hoc conference calls take place in case of incidents and the identification
of critical vulnerabilities or to discuss a specific topic.
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Enterprise Security
Architecture (ESA)
FOCUS GROUP

The ESA Focus Group’s aspired activities’ range goes from
presenting lessons learned regarding security design and
tactics in chosen technology risk domains to sharing or even
co-creating architectural assets.
Security architects are the guardians of the business-to-security alignment,
balancing threat protection and business enablement.
They are united by the “secure by design” condition in solution delivery
and the responsibility of supporting information risk management, security
capability planning and policy management by means of models and
building blocks.
SECURE BY DESIGN

The ESA Focus Group shares experiences in architecture
development and solution design for:
—— Cyber defence strategy definition
—— Cyber security infrastructure service implementation
—— Cyber security governance, risk management and compliance
management
The ESA Focus Group has addressed topics such as :
——
——
——
——

the disappearing network boundary,
efficient use of security architecture frameworks,
threat modelling techniques
and security in cloud-native architectures (micro-services, containers &
orchestration, APIs, etc.).

The ESA Focus Group generally convenes on a quarterly basis.
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Network & Information
Security (NIS)
FOCUS GROUP

The NIS Focus Group aims at enabling the exchange information
and best practices regarding NIS implementation across
sectors hereby involving all actors from the public authorities,
the sector federations and the impacted organizations.
The NIS directive adopted mid-2016 aims to improve the cyber security
capabilities at a national level and foster better communication across
EU member states. This involves each member state adopting a national
strategy on achieving a high level of cyber security for networks and
information systems across the European Union.
The directive targets two types of organizations: operators of essential
services (OoES) and digital service providers (DSP). The impacted sectors
are energy, transport, banking, financial market infrastructures, health, water,
and digital infrastructure.
PRACTICAL GUIDELINES

The Centre for Cyber Security for Belgium (CCB), appointed as national
coordination authority and EU SPOC, is member of the permanent
chair of this Focus Group. The CCB assumed an instrumental role
in transposing the directive into national legislation. This law came
into force on May 3rd, 2019. The Focus Group supports the CCB
in translating requirements into practical guidelines or manuals
for organizations impacted by the law.
In the coming 12 to 24 months the Belgian OoES and DSP will have
t o
meet the obligations to manage the security risks of their networks and
systems, with mandatory breach notifications to the CCB (CERT.be), the
Ministry of Interior Affairs (General Directorate Crisis Centre) and the
sectoral CSIRT in the event of a substantial or significant incident.
The Focus Group aims at facilitating this process by enabling the exchange
of information and best practices across sectors hereby involving all actors
from the public authorities, the sector federations and the impacted
organizations.
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Governance, Risk
& Compliance (GRC)
FOCUS GROUP

The ambition of the GRC Focus Group is to build a trust platform
for the exchange of success factors and delivery methods.
Keeping security under control is becoming increasingly challenging: digital
transformation, continuous development, mobility, cloud usage, etc. require
much more agile security controls and processes. Security policies need to
stay relevant to keep up with changes.
Security processes must not jeopardize the way of business but instead foster
it. Furthermore, as Board and Executive Committees are getting more and
better informed, being able to measure the security risk and communicate
it effectively becomes an indicator of how relevant the Security Function is.
SUPPORTING AGILE SECURITY

The ambition of the GRC Focus Group is to build a trust platform for the
exchange of success factors and delivery methods, the ‘how’ (e.g., when
should a security policy be reviewed, how to do security-by-design, etc.) but
also the ‘what content’, such as challenges faced with new technologies’
implementation (e.g., defining efficient security controls for mobile devices,
defining suppliers’ requirements, etc.).
The objective of the GRC Focus Group is to share experiences in
three challenging GRC aspects supporting organizational agility:
—— Security processes (security-by-design, vulnerability
management, exception management, etc.)
—— Security risk measurement
—— Security policies
The members - all active in GRC domains - are currently focusing on digital
transformation, cloud usage and continuous development. Activities range
from presenting lessons learned & sharing best practices on methods
applied to sharing or co-creating assets.
The GRC Focus Group generally convenes on a quarterly basis.
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Privacy
FOCUS GROUP

In the Privacy Focus Group, the Coalition members combine
their strengths and knowledge in the field of the European
General Data Protection Regulation (GDPR) and the e-Privacy
Regulation.
Our members have a clear need for guidance, advice and information about
these European regulations. To achieve this purpose, the Privacy Focus
Group fosters the identification and sharing of lessons learned and best
practices and promotes collaboration among the participants to enable the
effective, efficient, and consistent implementation of the privacy regulations
across the three sectors.
PROTECT PRIVACY RIGHTS

The Privacy Focus Group also supports efforts to protect privacy
rights beyond the member community by providing practical tools
(e.g., GDPR Check-up; Incident Handling Guide) geared towards
small and medium-sized companies. The Group is working towards
developing industry standards and a code of conduct.
Face-to-face meetings are usually held once each quarter. The controllerprocessor relationship, the lawful basis for processing, the data protection
impact assessment methodology and data breach notification and handling
figure among the highly debated topics.
ORGANIZATION-FRIENDLY

The Privacy Focus Group also actively engages in a dialogue with the
Belgian Data Protection Authority in order to define the best methods to
achieve regulatory compliance in a pragmatic and organization-friendly way.
The Privacy Focus Group can convene on an ad-hoc basis to respond to
urgent issues such as serious data privacy incidents.
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